SQ7705 U2A sample code
Introduction



1. Create SQ7705 SIMU Project

a. Open IDE and then create New Project
M iMQ i87-IDE

File  View | Project | Seftings Tool Help

C8 @ 8 NewProject... |

vy cu | & | R (=

FileView & Open Profeit...
=- IMQ Projeci Close Project

- Source F B Save Project

- Header F _

. ObjectF|  ~2ve Project As...

- Library F Project Property...

- LCF File

- Debug File

b. Select project type

Mew Project: Step

Step 1:
Select the project type
IS} Empty Project Project Infa
{LE.-_. C Template Project Marme I SQTT05_U2A pmt
IE) Asm Template Project

Path ID:"-.,SQ?TDS_UEA\

Tips:

Create a general project, Add your source
file inta it, then select a compiler to build it. You can
download to hardware emulator to debug your
project if you build it success.

< E—#E | T—2M> EE




c. Select SQ7705.SIMU project

Mew Project(Step2): Select Chip

Vendor I|MQ j

Serial  |ig7

78 507909 Family ~
B Q7131 Family

By SQT171 Family

By SQ7515 Family

4 50Q7613/15/17 Family
B SQ7636 Family

By SQ7653 Family

28 5Q7705 Family

.. % SQT705.USR--064----

< E—(B) I T—FHN) = I iy
d. Set configuration
507705 Admin Configuration
~ SRAM ~Flash and EEPROM
Normal Size: (6.000 KB
: Admin User
Secure Size: 2.000 KB
Flash: 240 KB 40.0KB
Admin User
Normal: |2.I]I]I] KB  4.000 KB EEPROM: |3-|]|]|] KB 4.500 KB
Secure: |1.I]I]I] kg 1.000KB

[~ All privilege admin-only

Peripheral privilege

Admin Peripheral ol
STMO

STM1

TBT

DY¥0

TMRAD

TMRAT

TMRA2

TCAD

TCAl

(| TCA2

UARTD v
m 1HanT1

GPIO privilege System control privilege
Admin | GPIO Pin | A~ Admin Sys Control
PO_D CLKCR
PO_1 SYSCR
PO_2 SWRST
PO_3 PMR
PO_4 HVD
PO_5 BROR
PO_b6 a TAMPER
PO_7 a CFD,CM5R,CMCR
a P1_0
a P1_1
0 P1_2 .
™ [t B ]

Cancel |




2. Share memory

Declare a variable named “ca” that uses the structure named “CO_AREA”
that will be used as the share memory between admin mode and user mode
to transfer parameters.

FileView ax

= SQTT05_U2A.pmt

&

==l
=

-Admin

- Source Files

. 5q7705_adm_84pinp
- adm_main.c

- _errno_decl16.c

adm_main.c | usr_rmain.c | adm_usr_channel.c | adm_usr_channel.c |

] . |-~ adm_usr_channel.c

. adm_secure_ram.c
.. dn_sq7705_gpio.c
- drv_sq 7705 _sysclkec

. drv_sq7705_delayloo
m- Header Files

.. Object Files

- Library Files

& LCF File

B Debug File

- User

E| Source Files

- 5q7705_usr_B4pinpad]
... USr_main.c

- _errno_decl16.c

] .. adm_usr_channel.c

.. UST_SECUre_ram.c
m- Header Files

.. Object Files

- Library Files

& LCF File

B Debug File

-Configuration Toal

f{******************************************************************************

A file . ADM_USE_Channel. c

£ wersion o W1.2  ZDE3/08/15

/i description : 1. The wvariablez defined here will be used as the share memory between
i admin and uszer mode to transfer information

i 2, This share memory will be located in the beginning of user normal
£ SEAN area

£ 3. When using an admin-only program, remove all wariables here

A onote :

o sk kb bk ok ook ok ok sk kot ko bk ko bk ok ok ook ok bk
#include “TypeDefsz.h”

fpragma section area ADM CALL CHANNEL
F/f exanple of share memory wariables
ffunsigned int admelFunc:

Fiunsigned int admeolRet;

Ffunzigned int admclPRI;

Ffumszigned int admclPRZ:

Fiunzigned int admclPR3;

Ffunszigned int admclPR4;

#pragma szection area

#pragma section area ADM_USE_COOP_AREL
i co—op variable declaration
gstruct CO_LREL eca;

Hpragma section area

(1) A variable are declared in the files “adm_usr_channel.c” in admin
mode and user mode, and must be declared with the same name.

(2) The variable must be declared within the section of #pragma section
area ADM_USR_COOP_AREA.

In this example, the declared variable “ca” is a variable of struct
“CO_AREA". The Structure ‘CO_AREA’ contains 2 variables “fid” and
“para”. “fid” is used to transfer the function ID and “para” is used to
transfer parameter of function.

struct CO_AREA |
uint8_t fid:
uintlé_t para;

enum FID |
FID LED OV,
FID_LED_OFF,
FID_DELAYLOOP




3. Mode switch between Admin mode and User mode

a. Admin mode setting

FileView ax
=-5QT705_U2A.pmt

E-Admin

é--SDurce Files

-.5q7705_adm_&4pinpa

| .adm_main.c I
-._ermo_decl16.c
..adm_usr_channel.c

.adm_secure_ram.c
-.drv_sq7705_gpio.c
—drv_sq7705_sysclkc

-.drv_sq7705_delayloop
-Header Files

--Object Files

- Library Files

m-LCF File

E-Debug File

- User

E1-Source Files
..sq7705_usr_B4pinpack
usr_main.c
_ermo_decl16.c
adm_usr_channel.c
L..Usr_secure_ram.c
m-Header Files

-.Object Files

- Library Files

- LCF File

E-Debug File

adm_main.c | usr_main.c | adm_usr_channel.c | adm_usr_channel.c |

000 ] T T A L B

s Ak
A file  main.c
/f wersion o ¥l.2 20230806
/i description : main program
f/ note :
S EE Y
#ifndef IO_MEN
T#define I0_MEM
Hendif
#include “ADM_main.h”
#include “"DRV_3Q7705_GPIO.h"
#include “DRV_3Q7705_STSCLE.h"
#include “DREV_SQ7705_DelayLoop.h”
f* zlobal wariables *f
extern struct CO_AREL ca;
i main program *f

void ADM_Main()
=

__ASMEDI):
2.| TFE_Uzs = 0:

*| IER_D2a = 1
__ASM{"EI"):

/f Enable User TO Ldm IRQ.

DRV_Clock_Init (Clk_Source_S5Y¥3. 1)
3' DEV_Delay_Loop_Initi);

DEV_GPIO_WritePin(GPIQ_P20, GPIO_PIN_LOW)

DRY_GPIO_Init (GPIO_PZ0. GPIO_OUTPUT, GPIO_PULL_UF)

Ff PLL 24MHz Initial system clock.

ff =et P2.0 a= output pin
J/f enable P2.0 built-in pull-up resistor
S zet LEDI(P2. 03 to light on

4- MODEEXC = 0x00;  // Jump to User mode

“¥hITETT

(1) Open the “adm_main.c” file in admin mode.

(2) Enable the interrupt of user mode to admin mode (U2A_IRQ).

(3) Actions performed in Admin_Main. The actions in this example are to
initialize system clock, delay loop function and GPIO P2.0.

(4) Jump to user mode (USR_Main).



FleView ? % | adm_main.c | usr_main.c | adm_usr_channel.c | adm_usr_channel.c |
&-5Q7705 U2A.pmt Bl [ SRS = Oxdc;
El-Admin 62 1
- Source Files 63 X - ; i
- ) A4 void __interrupt IntiDM_Reqivoid) A bdmin U24 IRQ
sq7703_adm_64pinpa F =
adm_main.c 13 = switch (ca.fid){
ermno decl16.c &7 case FID_LED_ON:
—Srno_ : a8 DRY_GPIO_VWritePin(GPIO_P20, GPIO_PIN_LOW),  // set LEDI(F2.0) to light on
adm_usr_channel.c 69 5 break:
adm_secure_ram.c T0 . case FID_LED_OFF:
4 - . Tl DREV_GPIO_WritePin(GPIO_P20, GPIO_PIN_HIGH) . ff zet LEDL(PZ.0) to light off
rv_sq7705_gpio.c 7 break:
drv_sq7705 _sysclk.c T3 case FID_DEL&YLO(OP: ) i
-7 T4 DEV_Delay m=z(ca para) . call delay millizecond function
drv_sq..a 705_delayloop o broak
E-Header Files 76 default
- Object Files T ; break
. ) 73 L
.. Library Files 76 Ly
- LCF File 80
[ Debug File g1 e end of interrupt service routine ——-—-—————-—-————- #)
El-User gg
= Source Files g4 i* 507705 interrupt vector *f
-7 85 #pragma section const ADM_INT_WECTOR
sq7705.us 6dpinpacki || o0 o R Const IntTbli(] = |
usr_main.c a7 ADM_STARTUE, J* 0x0000 : RESET * JSimon—mazkable
errmo_declif6.c g8 SWI_IRQ, JF* 0x0002 © SWI_IRQ/ INTUNDEF *i Jinon-mazkable
_d - h | 89 (woid *)(xffff, f# 0x0004 : Reserved *f
adm_usr_channel.c ag YDT_IRQ. F* 0x0006 : WDT_IRQ *f Finon—mazkable interrupt source: watchdog timer
L..Usr_Secure_ram.c a1 OnlvEeti. J#% 0x000% : TAMPER_IRQ *) Ffinterrupt source:tamper detection
- Header Files a2 6. OnlyReti, A% 0x0004 : CFD_IRQ *f Ffinterrupt source: clock faildetection
i i 03 Le P & e lOe R 4 i
- Object Files a4 I IntADM_Req. F* 0x000E : U24_TRQ/ IntiDM_Regq */ Ffinterrupt source:user mode to admin mode
- Library Files 95 Trtriets et ——FF—Fher TrteT T T TE R e T et
B LCF File el OnlyReti, J* 0x0012 . TMRAOO_IRQ *) Siinterrupt source: TMRA0D 8-bit timer
. . a7 OnlyReti, F* 0x0014 © TMRAOL_IRQ *) Fiinterrupt source: TMR401 8-bit timer
(- Debug File 9y OnlyReti, J* 0x0016 © TMRA10_IRQ *j Fiinterrupt source: TMRL410 B-bit timer
M- Confiquration Tool a8 OnlvEeti. J# 0x0018 : TMRALL_IRQ S Sfinterrupt source: TMR&11 B-bit timer

(5) INtADM_Req (U2A

_IRQ): This interrupt is occured when user mode

jumps to admin mode. After executing the interrupt action, it will
return to the position before the user mode jump and continue
execution.

In this example, the interrupt will perform corresponding actions

based on the transmitted “fid” and “para”:

- If“fid” is FID_LED_ON, set LED1(P2.0) to light on(low).

- If“fid” is FID_LED_OFF, set LED1(P2.0) to light off(high).

- If“fid” is FID_DELAYLOOP, call delay function and delay time is
determined by “para”.

(6) Set IntADM_Req (UZ2A_IRQ) in the interrupt vector table.



b. User mode setting

FileView

ax

El-5Q7705_U2A.pmt

1

=-Admin

EI-Source Files

57703 _adm_64pinpa
..adm_main.c
-._errno_decl16.c
-.adm_usr_channel.c
..adm_secure_ram.c
-.drv_sq7705_gpio.c
-drv_sq7 705 sysclkc
..drv_sq7705_delayloop
- Header Files

.. Object Files

.. Library Files

- LCF File

- Debug File

=- User

B Source Files

..5q7 703 _usr_B4pinpack
.. UST_main.c
._errno_decl16.c
.adm_usr_channel.c

. UST_Secure_ram.c
#-Header Files
-.Object Files

.. Library Files

- LCF File

- Debug File
Canfiguration Tool

adm_main.c | usr_main.c | adm_usr_channel.c | adm_usr_channel.c |

FES Malh program EX
void USE_Main{)
H{
g while (TRUE} {
ca.fid = FID_LED ON:
uzrRequestidm () ; Ff Tump to Admin TU24 IRQ
ca.fid = FID_DELATLOOF
ca.para = 1000;
usrRequestidn () ; S Tump to Admin U24 IRQ
ca.fid = FID_LED_OFF;
usrRequestidn () S Tump to Admin T24 IRQ
ca.fid = FID DELATLOCE ;
ca.para = G00;
usrRequestidm () ; Ff Jump to Admin U24 IRQ
B H
-1
f# interrupt serwice routine ®

void __interrupt OnlyReti(void)

i
T} __ASM{THOPY)

S no operation

ff*lk*JIC*****JIC**Jk*JltJIC******Jk)k*Jlt**Jk**Jlt*Jklk*Jlt**Jk**Jlt*Jk**Jlt**Jk*JICJlt************************

Ff name . usrRequestidm()

/f description : Jump to Admin U24 IRQ
Jf input param

ff output param :

ff retval :

static void usrRequestidnivoid)
{

MODEEXC = 0O=54;
MODEEXC = 0Oz33;
MODEEXC = 0Ox69;
MODEEXC = 0=F3;

(1) Open the “usr_main.c” file in user mode.

(2) USR_Main is the entry point for admin mode to user mode.

In this example, the following actions are performed in the while

loop:

- Set “fid” to FID_LED_ON and jump to admin mode to execute.

- Set “fid” to FID_DELAYLOOP and set “para” to 1000 for 1000 ms
delay time, then jump to admin mode to execute.

- Set “fid” to FID_LED_OFF and jump to admin mode to execute.

- Set “fid” to FID_DELAYLOOP and set “para” to 500 for 500 ms
delay time, then jump to admin mode to execute.

(3) Jump to admin mode INntADM_Req (U2A_IRQ).




